The Art of Google

Dorking




What is Google hacking/dorking?
Advanced operators

Automated operators

Other operators

Defending against Google Dorking
Resources



GOOGLE
HACKING/DORKING




It's not hacking into Google servers!

Google hacking is using different Google
operators to effectively optimise search results.

It also involves using Google to identify
vulnerabilities in websites. It is not limited to
Google.

Results are highly customisable.



"A Google dork query, sometimes just referred to as a
‘dork”, is a search string or custom query that uses
advanced search operators to find information not
readily available on a website.”

Google “Dorking” can become illegal if used to
surreptitiously access someone else’s device, log into
someone else’s account. Searching for information
may not be illegal, but using it for unauthorised
purposes almost certainly is.




Google Bots
Crawl web sites and search for information

Google Index
Massive index of web pages — index is what gets
searched. Relates pages to each other

Google Cache
Even deleted pages still have copies in Google cache.

Google API

Programs perform search and retrieve results using
XML




Google

Advanced Search

To do this in the search box

Google

Advanced Image Search

To do Mis in e search boa

S




Queries syntax, special characters and operators




Asterisk [*]
Substitution
with any
other word
in the query

Plus [+]
Force
inclusion of
something
common

Tilde [~]
Also research
synonyms of
that word

Quotes [“]
Quotes
around
search
phrases

Minus [-]
Remove that
word from
the research

Boolean OR
[1]




intitle
Find that word
or sentences in
the title of a
website intitle:
search

related
Search for
related websites
related:www.app
le.com

inurl
Find that word
or sentences in
the URL
inurl: php?d=

site filetype cache
N Research by file Display the
Restrict to a :
cbecific site type cached version of
P filetype:pdf pages found

site:fakesite.com

shakespeare cache:amazon.com




MIXES WITH

OPERATOR PURPOSE OTHER CAZL?)EngED WEB IMAGES | GROUPS NEWS
OPERATORS?
intitle Search page Title yes yes yes yes yes yes
allintitle Search page title no yes yes yes yes yes
inurl Search URL yes yes yes yes not really like intitle
allinurl Search URL no yes yes yes yes like intitle
filetype specific files yes no yes yes no not really
allintext Search text of page only not really yes yes yes yes yes
site Search specific site yes yes yes yes no not really
link Search for links to pages no yes yes no no not really
inanchor Search link anchor text yes yes yes yes not really yes
numrange Locate number yes yes yes no no not really
daterange Search in data range yes no yes not really not really not really
author Group author search yes yes no no yes not really
group Group name search not really yes no no yes not really
insubject Group subject search yes yes like intitle | like intitle yes like intitle
msgid Group msgid search no yes not really | not really yes not really




Google Hacking Database

Show‘ 120~

Dale fddea ¥
2023-03-24
2023-03-24
2023-03-21
2023-03-21
2023-03-16
2023-0316
2023-03-16
2023-03-16
2023-03-16
2023-03-16
2023-03-16
2023-03-16
2023-03-16
2023-03-14
2023-03-14

2023-03-14

Dork

allintitle:"VidyoRouter Configuration’

inurl:adminpanel site:*.in

intitle:"Index of” site:.bd

intitle:"index of* inurl:admin/php

inurl: "phpmyadmin/setup/*

inurllogin/login

inurk"/api-docs”

inurl:sshintitle:index of /files

inurl:guest/auth_login.php

siter.in intext:"Index of* intitle:"index of"*

site:.com intitlezindex of /wp-admin

allintitle:*Login | Control WebPanel® Control WebPanel Login
intitle:"index of" "checkout”

Re: intext."index of" "wp-content.zip" - Files Containing Juicy Info
intitle:"index of* inurl:wp-json index.json

Google Dork : intitle:"Toshiba Network Camera"

Category

Any

Category
Files Containing Juicy Info
Pages Containing Login Porials
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info
Pages Containing Login Portals
Files Containing Juicy Info
Files Containing Juicy Info
Pages Containing Login Portals
Files Containing Juicy Info
Files Containing Juicy Info
Files Containing Juicy Info

Various Online Devices

Author

- Begin typing..

Quick Search

Author

Heverin Hacker
Md rofikul
Soriful Islam
Md Hasib
Arjun Chandarana
Javier Bemnardo
Arjun Chandarana
PRINCY M JOSE
Javier Berardo
BASIL ELDHOSE
PRINCY M JOSE
Aditya Raj Singh
Faizan Akhtar
Sharique Raza
Rutvik Jaini

Shilpa Shaji




These examples are meant for illustration purposes only




Pre-Assessment

There are many things to consider before
testing a target, many of which Google can help
with. One shining example is the collection of
email addresses and usernames.




Google atgmaildotcom

https:/www linkedin com » drkilroy-atgmaildotcom-806.. ()32 }

DrKilroy Atgmaildotcom - Chairman - Universal Friends ...

Ontario, California, United States - Chairman - Universal Friends Organization, Inc

DrKilroy Atgmaildoteom - Chairman at Universal Friends Organization, Inc. - Report - Report -
Experience - Looking for career advice? - View DrKilroy's full profile.

E b a briggs
M hips:/ibabriggs com » babetcgmallcom  §

babetc[at]lgmail[dotlcom
publication - exhibition - video - audio - purchase a book. buddy buddy. exhibition - works.
archive. works. contact. babetc[at]gmail[dotJcom.

© sites.google.com on
https:/isites.google.com » site » wwwsancetta » poesiee... H

asancetta at gmail dot com - poesieeracconti

Search this site. Skip to main content. Skip to navigation. asancetia at gmail dot com, poesie e
racconti. "And we should consider every day lost on which ...

htips://sites google.com ; site ; wwwsancetta » academ.. (12

asancetta at gmail dot com - academic publications
Search this site. Skip to main content. Skip to navigation. asancetta at gmail dot com. academic

Google site:facebook.com atgmaildotcom

LRI I VT g B 1 W G IS TR VT~ I LT AT L T T

Schooel Pictish Trail Phillip Tayler (PAWS) D

0 facebook.com
https:/fwww facebook.com » Budmoltd » posts »
Curious Liquids - ¢® Email...
Email curiousliquidsdelivery(atjgmail(det)com to get on this week's local delivery run!
New to order are our curated Curious Cases of wine; we have 3...

G facebook.com o
https:/fwww facebook.com > bandscmps » photos H

bandscamps at gmail dot com for submissions

bandscamps at gmail dot com for submissions. Timeline photos - Mar 23, 2021 -. View Full
Size - 2 people like this. Loading... Try Again. Cancel. Loading.

0 facebook.com on |

https://m facebook.com » > Bret Cohen » Videos

r lessons and inquiries dm or email bretcohensounds at gmail ...
for lessons and inquiries dm or email bretcohensounds at gmail dot com #parai #daff #tappu
#framedrum #kirtan #kozenrufu #meditation #meditacion...




site:facebook.com at gmaildotcom

Q Al B News [ Images [ Videos ¢ Shopping i More

About 90,300,000 results (0.27 seconds)

0 facebook.com On
https:/len-gb facebook.com » andy marley. 33046

Andy Bill Marstew
Andy Bill Marstew (Weloveliverpoolfc sixtyfive at gmaildotcom). Friends - Photos - Videos.
Photos.

0 facebook.com
hittps:/www facebook.com » . » Talal 7 at gmail . com

Talal 7 at gmail . com
Talal 7 at gmail . com, Islamabad. 2 likes. Sports team.

ﬂ facebook.com O

https:/ftouch facebook.com » wulkanaz » photos

*
H
*

Wulkanaz - Order: kvmvlonimbvs47@gmail.com ...
Order. kvmvionimbvs47 @gmail.com ORDER [AT] ASTRALTEMPLE ORG.

ﬁ facebook.com O

https:/fwww facebook com » category » visual-arts» L. :

Lindaclayton358 -at gmail.com - Home

Lindaclayton358 -at gmail.com. 381 likes. I'm Matthew, a Kansas City-based artist. My specialty
is pour painting. Hope you enjoy my creations! Please...

ﬁ facebook.com O
hitps:/fwww facebook.com » RepairCafe.org » posts i

CONTACT US AT CHAILEYRC@GMAIL.COM... - Chailey ...

CONTACT US AT CHAILEYRC@GMAIL.COM ONLY pleasell We are really sorry, but we don't

hawve the time right now to answer Facebook messages , so please don't...




site:facebook.com @gmail.com

2 Al [E) News [] Videos [f] Books  [&] Images i More

About 70,800,000 results (0.43 seconds)

ﬂ facebook.com Oon
hitps://www facebook.com » ... » Product'Service

Gmail - Home
Gmail. 3641410 likes - 5630 talking about this. Gmail is built on the idea that email can be more
intuitive, efficient, and useful. And maybe even fun.

ﬂ facebook.com
https /fwww facebook com » Gmail » photos

gmail
Please answer. | forgot my Gmail account password. Make a Forgot password and Phone No. |
have been The current phone number is no more.

0 facebook.com
https //mbasic facebook.com » Gmail » photos

Log In
Consider yourself a Gmail ninja? Put your knowledge to the test ... Information about my gmail is
only this : secondgamingme@gmail. com. Please help me Il

ﬁ facebook.com o
https://m.facebook.com s ... » <sesful sy Gmail

St | S - Gmail
Gmail is built on the idea that email can be more intuitive, efficient, ... http://gmail.com/ ... Visit
our Help Center: http://mail google com/support.

ﬁ facebook.com O

https-//mbasic.facebook.com » Gmail » photos

Dec 18, 2015




site:facebook.com at*gmail*com

LAl [E News [E] Images [ Videos [ Books i Mare

Page 2 of about 77,800,000 results (0.25 seconds)

ﬁ facebook_com O
hitps Ven-gb facebook com » business » help H

About Gmail in Inbox in Meta Business Suite

Gmail in Inbox in Facebook Business Suite connects your Gmail accoun to Facebook Business
Suite to manage your business's communications in one place.

ﬁ facebook.com 'D 1

i

hitpa e facebook.com » Gmall » photos » a-one-g H

Sep 11, 2015

Gmail. A one-stop shop for all your email accounts. .. informations reguired to fil the form of
google gmail recovery page.....how t recover my account.

ﬁ facebogk.com O
hitpsfr-ca facebook com » Gmall » posts H

Gmail - Publications
Gmail. 3 637 347 mentions Jaime - & 951 en parlent. Gmaill is built on the idea that email can

be more intuitive, efficient, and useful. And maybe even fun.

ﬁ facebook.com
hitpa-iim facebook com » story

Gmail
Hay Gogle lam From Bangladesh | Have a Gmall account Recovery problem so Please contact
us_And Any Worker Please. My English Not Good But | Say | Have Lost ..

ﬂ facebook.com
hitps//m facebook com » Gmail » photos




Google site:ikea.com "armchairs"

Q Al @ Shopping [E Images [ News () Maps i More

About 27,400 results (0.40 seconds)

ikea.com 0
https /iveww.ikea com » cat ) armchairs-16239

Armchair

Browse our range of armchairs, rocking chairs and wingback chairs. A comfy armchair
in an unused corner can create a perfect reading nook or add more ...
Fabric Armchairs - Leather Recliner Chair - Rattan Armchairs - Recliner Chair

ikea.com
https /lwavw.ikea com » Preducts » Fumiture

Armchair - Accent Chairs - Wingback Chair - Wing Chair

Discover our range of affordable armchairs, accent chairs and wingback chairs. Find
G<E>om1'onat>le and stylish living room seating option for your home.
229.00

29




site:linkedin.com inurl:pub -inurl:dir "at Microsoft" "Current*

Q Al [E)Images [3)Videos @ News § Maps i More

About 458 results (0.22 seconds)
fin] linkedin. COfn ) ) on |
htps:/fwww linkedin.com > pub » alice-wang > trk=pub-_. H
Alice Wang - Senior Software Engineering Manager
Shanghai, China - Senior Software Engineering Manager - Microsoft
a list of search options that will switch the search inputs to match the current selection
Senior Software Engineering Manager at Microsoft.

fin] linkedin.com o2
hitps://uk linkedin.com > neil-machin-a8110914 > trk=p. H

Neil Machin - Manager, EMEA Critical Situation Management
Greater Reading Area - Manager, EMEA Critical Sttuation Management - Microsoft

list of search options that will switch the search inputs to match the current selection
Manager, Global Critical Situation Management at Microsoft.

fin] linkedin.com o=
https://in linkedin com > riya-b41633156 » trk=pub-pbm H

Riya . - Software Engineer - Microsoft

Bengaluru, Karnataka, India - Software Engineer - Microsoft

Software Engineer at Microsoft. MicrosoftManipal Institute of Technology ... Microsoft Viva
Insights (Dec 2022-current) Microsoft Endpoint Configuration

linkedin.com
2
in hitps://tt inkedin.com » trk=pub-pbmap o
Sameer khan - Software Engineer - Microsoft
Chennai, Tamil Nadu, India - Software Engineer - Microsoft
When expanded it provides a list of search options that will switch the search inputs to match the
current selection. ... Software Engineer at Microsoft

site:linkedin.com inurl:pub -inurl:dir "at Microsoft" "previous*”

Q Al [@Images [ Videos [ News [ Books i More

About 52 results (0.21 seconds)

@ linkedin.com
https //www linkedin com » trk=pub-pbmap

Franz Esquivel - Datacenter Technician Manager - Microsoft
Manassas, Virginia, United States - Datacenter Technician Manager - Microsoft

Education and experience from ITT Technical Institute and previous IT related roles. | Learn
more about Franz .. Datacenter Technician Manager at Microsoft.

] linkedin.com o
hitps//vwww linkedin.com > pub » dan-kalina

Dan Kalina - Global Black Belt - Epic - Microsoft

Tampa, Florida, United States - Global Black Belt - Epic - Microsoft

Healthcare Industry Specialist at Microsoft (Epic on Azure) ... Previous testaments to this
excellence has also been noted with being named to Michigan's

linkedin.com
@ hitps://vww linkedin com > trk=pub-pbmap o
Alexandru Jercaianu - Software Engineer - Microsoft
Redmond, Washington, United States - Software Engineer - Microsoft
Software Engineer at Microsoft ... The newly implemented algorithms provided better results

and faster runtime than the previous ones

in] linkedin.com on
https://vww linkedin.com » pub » dave-johnson

Dave Johnson - Business Program Manager - Microsoft

Greater Seattle Area - Business Program Manager - Microsoft

Business Program Manager at Microsoft .. Provide technical expertise of project cost control as
well as utilize previous experience and formal training to .




Google site:twitter.com podophabic AND russia

v twitter.com
https://twitter.com » Iindsa.- Translate this page

sus\ Lindsay @ (Lindsa

_Lindsa-. Lindsay- @Lindsa

Yy gy 4.3 OH Russia RN. Podophobic

twitter.com

10
v https:/fwitter.com » Iindsa. o :

Lindsay @i} (@LindsayGlD) ..

Lindsay. Lindsa.. Podophobic RN. Russia, OH Joined July 2011 .
Russia falls to Richmond Heights in the state semi-final game.

Q  Search Twitter

Home

Explore

Notifications

Messages

Bookmarks

Lindu. Scott Armstrong

Twitter Blue @Lindsay! RscottArmDog
Podophobic
RN

o Doug Borchers
@ Russia,OH [ Joined July 2011

More 376 Following 78 Followers Avalanche 4 &
@avax

@ Promoted

You might like

v
1}
#
@
8
R
®
a
c)

Not followed by snyone you're following

Tweets Replies

1 G-t veeted
Total Sports Cincinnati @TSECincinnat - 11n Z
@ DRAFT NIGHT GIVEAWAY @ What’s happening

Show more

We're going to give a JaMarr Chase autographed jersey to someone who NHL - Last night g
retweets this tweet and follows us! Lightning at Maple | aaf<
©FreeCyberWorlal Messages




A

Website caching

SIMPLE SITE
SEARCH NOT

Full version Text-only v

w.amazon.com/. It is a snapshot of the page as it appeared on 28 Apr 2023 07:39:39 GMT. The current page could have changed in the meantime. Learn more

View source

ANONYMOUS E o —

Clinic Amazon Basics Prime BestSellers Books Deals Video Livestreams New Releases Home Pharmacy One Medical LuxuryStores PC Health & Household Products

© Select delivery location




How to view .html pages as cached “text only” in
Google

Link to live website
Link to Google's text of a cached webpage
* The graphics, videos, etc. are then downloaded by your browser from the target's webserver
To view a “text only” version of Google's cache...
1. Cut and paste this text into your browser address bar:
http://webcache.googleusercontent.com/search?strip=18q=cache:

2. Add the target address onto the end of the above string:

no

http://webcache.googleusercontent.com/search?strip=18qg=cache:www.ga.com space

Note: cached documents (e.g. .pdf, .ppt, etc.) are already “text only”



site:linkedin.com/in -inurl:dir ("cyber security” OR "it security” OR "infc X

Q Al (] Images News [f] Books i More

About 7,370,000 results (0.70 seconds)

o linkedin.com on
https://uk linkedin.com > tom-sinclair-48450989

Tom Sinclair - Founder & Chief Information Officer - Cyber ...
United Kingdom - Founder & Chief Information Officer - Cyber Coaching
Corporate Training, Career Development Coaching, Public Speaking, ... have successfully

trained over 5000+ people in developing their cyber security skills ...

o linkedin.com O
https://uk linkedin.com » nino-hares :

N. H. - Cyber Security Consultant/ Trainer - Development ...
United Kingdom - Cyber Security Consultant/ Trainer - Development Transformations

... Cyber Security Consultant/Trainer, Ethical Hacker, Security Assessment, .. of training
courses or direct mentoring/coaching reiated to: ... Education.

in] linkedin.com on
https://uk linkedin.com > gsoffe

H
:

Greg Soffe, CISSP - Cyber & Information Security Manager

Halifax, England, United Kingdom - Cyber & Information Security Manager - Yorkshire Water
Learn more about Greg Soffe, CISSP's work experience, education, ... Cyber Security
Manager .. Project management of software development program

o linkedin.com o»
https://uk linkedin com  arun-singh-223994266 :

Arun Singh - Junior Cyber Security Trainer
Junior Cyber Security Trainer at Cyber Coaching | Director of Warrior Bloodline Ltd. Cyber
Coaching ... As an RAF Personnel Training Officer




site:pastebin.* -site:pastebin.com

Q Al [ Books [ Images < Shopping News i More

About 12,100 results (0.23 seconds)

pastebin.one
hittp://pastebin one

PasteBin

Pasteshr is a website where you can store any text online for easy sharing. The idea behind the

site is to make it more convenient for people to share large

pastebin.co
hitps /ipastebin.co 3

The domain name pastebin.co is for sale

The domain name pastebin.co Is for sale. Make an offer or buy it now at a set price.

. pastebin.pl
https /ipastebinpl  §

Pastebin
Pastebin.pl is a website where you can store code/text on Google

10 anybody on earth

site:pastebin com intext."@gmail com" intext "@yahoo.com"

QAl @images @ News [ Videos O Maps i More

About 5,520 results (0.42 seconds)
pastebin.com on
hitps/ipastebin.com » ... H

2384 Working Email ID

5 Nov 2017 — COM sara_habib89@hotmail.com ,rotage2007@yahoo.com
Ime rashed@gmail.com m elsabahe_alex@yahoo.com ma ged22@yahoo.com

pastebin.com on
htps:/ipastebin.com s .

patrick.zammit@gmail.com : steam10sdcdr2001@yahoo. ...
25 Feb 2018 — patrick zammit@gmail.com - steam10 - sdcdr2001@yahoo.com steam
steam11 - thornerbah@hotmail com : steam 12.

pastebin.com or
htps:/ipastebin.com ; HISEXTP5

cricsaimon@gmail.comyousuf.cse@gmail.comjahid.johny ...

14 Jul 2019 — cricsaimon@gmail.com. yousuf.cse@gmail.com. jahid johny@gmail.com.
yaihee78@yahoo.com. shamim 6feb@yahoo.com. sikdemoman@yahoo.com

site paste " intext "@gmail.com" intext."@yahoo.com”

QAI @Images @ News [ Videos © Maps i More

About 355 results (0.41 seconds)

U paste gg
= hitps/ipaste.gg » anonymous » files » raw
Raw - paste.gg

Jslover1991@yahoo.com @D 12nairam @gmail.conGININED'
scottcissell@gmail.com GEEEEED amvincenzo@gmail.com D

@ ulvis.net
hitps/ipaste ulvis nets WYATPVFY  §

[TEXT] /combo.txt - pastebin

cclemons123@yahoo.com @R greasefire11@gmail.com G
zachery.gregory@ymail.com ¢ . rubenhemandez3@gmail.com QEEES.

@ paste gg
! ntipsipaste.gg » anonymous
350+ Buffalo Wild Wings + Points - paste.gg
15 Sept 2021 — aj_spencer@hotmail.com D neckerl)oay@yanoopom-
cas95us@gmail.com Blaster200. GUEEEEEEN




index.of.dcim

Q Al (@) Images [) Videos & News [ Books i More

About 770,000 results (0.36 seconds)

&) Images for index.of.dcim

Feedback
See more images -5

¥ Carnegie Mellon University o
= https:/iveww.cs cmu_edu » ~yhchu > Photos > DCIM

Index of /~yhchu/Photos/DCIM

Index of /~yhchu/Photos/DCIM. [ICO], Name - Last modified - Size - Description. [PARENTDIR],
Parent Directory, -. [DIR], 100CASIO/, 2004-06-10 23:07, -

© 182.253.110
http://182.253.110.154 » master > DCIM

Index of /master/DCIM
Index of /master/DCIM ; [PARENTDIR], Parent Directory, -.

© Institute of Electrical and Electronics Engineea 2
https:/fewh.ieee. org s docs » lethac » videos » DCIM H

Index of /sb/delhi/ggsipu/docs/lethac/videos/3/ ...

Name Last modified
Parent Directory







Google

intitle-"Index OF -inurl:maillog maillog size

x

[ICO], Name - Last modified - Size - Description ... mail-log-igl4.txt, 09-Nov-2019 19:37,

[TXT], mail-log-tgl5.txt, 09-Nov-2019 19:37, 219M

© AGSeeds

hitps:/iwenw.agseeds.com » WEB-INF » railo » logs  §
Index of /WEB-INF/railo/logs
Name Last modified
Parent Directory
application log
deploy.leg
View 11 more rows

10-Mar-2023 21:23
11-Dec-2013 10:20

nisseitm.com.my
https://mail nisseitm.com my ¥

®

Index of /
Index of /. Name - Last modified - Size - Description - maillog, 2020-01-21 18:11, 147M
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5 83:15:07
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server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
server
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dovecot:
dovecot:
dovecot:
dovecot:
dovecot:
dovecot:
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“not for distribution” 2023 X

Google

announcement of Mapletree Logistics Trust dated 30 March 2023 titled "Launch of ...

3 pages

® Travelodge UK
hitps:/ivww travelodge.co.uk > default » files POF

Jersey—April 21, 2023. Thame and London Limited (“ ...

7 days ago — This announcement is not for distribution in Canada, Japan or. Australia. The
information in this announcement does not constitute an offer

2 pages

Home Barclays
https://home barclays » investor-relations » 2023 PDF

L

important notice
NOT FOR DISTRIBUTION TO ANY U.S. PERSON OR TO ANY PERSON OR ADDRESS IN
THE ... The date of these Base Listing Particulars is 21 April 2023. Manager.

pop3-login: Login: use
pop3({nurun@nisseitm.com.
pop3-login: Login: user=<

<nurun@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, 1ip=124.217.230.49, mpid=25753, TLS, session=<BmD+326c45Wviodl>
<25753»<BmD+326c45kviOdl>: Disconnected: Logged out top=8/@, retr=0/@, del=8 /e, s =@, bytes=12/43
panfinisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25756, TLS, session=<yB3/326cGréviodl>
pop3{fupan@nisseitm. com.my)dR5756><yB3/326cGréviOd]l>: Disconnected: Logged out top=8/@8, retr=9/@, del=8/0, size=d, bytes=12/43
pop3-login: Login: user=<aimrd@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124,217.230.49, mpid=25757, TLS, session=<yRUA4GEcNwSviOdl>
¢ user=<renusheni@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.238.49, mpid=25758, TLS, session=<4U8A4G6cpsyvindl>
: user=¢khuzahidah@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124,217.238.49, mpid=25759, TLS, session=<flcA4Gec5fWviodl>
: user=<privita@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=2576@, TLS, session=<jnAA4G6cri2viOdls
user=<ypphung@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25761, TLS, session=cknUAdGEcvhaviodl>
pop3(aimran@nisseitm. com.my)<25757 ><yRUA4GECNWSYiOdl>: Disconnected: Logged out top=0/@, retr=8/@, del=e/@, size=8, bytes=12/43
pop3({renushenifinisseitm. com.my)<25758><4URA4GECpsyvi0dl>: Disconnected: Logged out top=@/8, retr=8/8, del=0/8, size=8, bytes=12/43
pop3{khuzahidah@nisseitm.com.my)<25759><flcAdGE6cSTlviOdl>: Disconnected: Logged out top=8/@, retr=08/0, del=0/8, size=0, bytes=12/43
pop3(privita@nisseitm.com.my)<2576@><jnAA4G6crK2viodly: Disconnected: Logged out top=9/@, retr=@/@, del=8/0, size=8, bytes=12/43
pop3({ypphung@nisseitm.com.my)<25761><knUAd4G6cvhaviodl>: Disconnected: Logged out top=0/@, retr=@/@, del=8/8, size=8, bytes=12/43
pop3-login: Login: user=<christana@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, li 4,217.23@.49, mpid=25762, TLS, session=<@RoBAGECHD+viOdl>
pop3-login: Login: userschidayu@nisseitm.com.my>, method=PLAIN, ripe175.136.231.101, lip=124.217.230.49, mpid=25763, TLS, session=<Nl4B4G6cRqaviodl>
pop3-login: Login: wser=<rafie@inisseitm.com.my>, wethod=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25764, TLS, session=<8KUC4GEcSIOviOdl>
pop3(christana@inisseitm.com.my)<25762><0RoB4G6CHD+vi0d]l>: Disconnected: Logged out top=@/8, retr=8/@, del=8/8, size=8, bytes=12/43
pop3-login: Login: user=<prawit@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25765, TLS, session=<rb¥C4G6cVeGviOdl>
pop3(hidayu@nisseitm. com.my)<25763><N14B4G6cRgaviOdly: Disconnected: Logged out top=8/@, retr=8/@, del=8/0, size=8, bytes=12/43
pop3{rafie@nisseitm.com.my)<25764><BKUCAGEcSI0vi0d]>: Disconnected: Logged out top=8/@, retr=8/@, del=8/@, size=8, bytes=12/43
pop3(prawit@nisseitm. com.my)<25765><rbY(4G6cVeGviOdl>: Disconnected: Logged out top=@/@, retr=@/e, del=e/@, size=@, bytes=12/43
pop3-login: Login: users<mjlawfinisseitm.com.my>, method=PLAIN, rip=175.136.231.101, 1ip=124.217.230.49, mpid=25766, TLS, session=<PrY¥C4GEcYEOviOdl>
pop3{milawfinisseitm. com.my)<25766><PryC466cYEOViIOd]>: Disconnected: Logged out top=0/@, retr=0/8, del=8/8, size=0, bytes=12/43
pop3-login: Login: user=<azra@@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, 1lip=124.217.230.4%, mpid=25767, TLS, session=<tcID4G6clReviOdl>
pop3(azra@inisseitm, com.my)<25767><tcIDaG6clReviOdl>: Disconnected: Logged out top=8/8, retr=8/8, del=8/8, size=8, bytes=12/43
pop3-login: Login: user=<ariff@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25768, TLS, session=<vXYE4GEcB8TuviOdl>
pop3-login: Login: user=cbhye isseitm.com.my>, method=PLAIN, rip=175.136.231.101, 1ip=124.217.238.49, mpid=25769, TLS, session=<gZEE4GEcolCviOdls
i Login: user=<khairuld sseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25778, TLS, session=<Gd@GAGEcmgWviOdl>
Login: user=<anas@nisceitm.com.my>, method=PLAIN, rip=175.136.231.181, lip=124.217.239.49, mpid=25771, TLS, cescion=<kdwGAGEcpkiviOdls
Login: user=<azril@nisseitm.com.my>, method=PLAIN, rip=175.135.231.101, lip=124.217.230.49, mpid=25772, TLS, session=<1twG4GEclYeviOdl>
pop3(ariff@nisseitm.com.my)<25768><vXYE4G6c8TuviOdl>: Disconnected: Logged out top=8/@, retr=0/@, del=8/0, size=0, bytes=12/43
pop3(bhyeap@nisseitm.com.my)<25769><gZEE4G6colCvi0dl>: Disconnected: Logged out top=0/@, retr=8/8, del=8/0, size=8, bytes=12/43
pop3-login: Login: user=<azrim@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.49, mpid=25773, TLS, session=</tsG4GEcySaviOdl>
pop3-login: Login: users<azwanfinisseitm.com.my>, method=PLAIN, rips175.136.231.101, lip=124.217.230.49, mpid=25774, TLS, sessione=<xuUG4GEcIXGviOdl>
pop3-login: Login: user=<amir@nisseitm.com.my>, method=PLAIN, rip=175.136.231.101, lip=124.217.230.4%, mpid=25775, TLS, session=<d+UG4GEcEiSvi0dls>




"Config" intitie:"Index of" intext-vpn

Q Al News [ Videos [ Images [f] Books

Page 2 of about 7.660 resuilts (0.35 seconds)

© 51.81.216
hitp//51.81.216.133 vpn  §

Index of /vpn

Index of wpn ; [TXT] - [TXT] ; composer lock - config.php ; 2022-05-03 01'53 - 2021-07-28
06:13

.. Caefeletronics.com.br
http:/icaefeletronics com br » Suporte - Transiate this page H

Index of /suporte/vpn/config/keys - CAEF Eletronics

Index of /suporte/vpn/config/keys. Parent Directory - 01.pem - 02 pem - acisesp.cr -

acisesp.csr - acisesp.key - ca.crt - cakey - dn1024 pem - index txt .
hitp://caeteletrenics.com.br » suporte - Translate tis page

Index of /suporte/vpn/config - CAEF Eletronics

Index of /suporte/vpn/config. Parent Directory - client.ovpn - cliente.ovpn - ip_win2003 txt -

Key.Ixt - keys/ - openvpn-log.log

inurl:admin inurl:uploads

QAI @ Images [ Videos @ News [)Books i More

About 847,000 resuits (0.35 seconds)
@ European Joumal of Medical Case Reports
hitp:/Avww.eimet.com » admin » uploads

Index of /admin/uploads
Index of /admin/uploads ; Parent Directory ; cover/, 2020-11-10 21:00 ; downioads/, 2020-11-12
1857

ww Maine Sports Hall of Fame
https:/Avww.mshof com » admin > uploads  {

Index of /admin/uploads/
Index of /admin/uploads/ ; Up Parent Directory ; Directory programs, 2014-11-03 15:29, - ;
Directory thumb, 2022-10-31 10:29, - ; Directory thumb2, 2022-08-17 18:49

© O on

hitps //code google.com » archive ; django-admin-upl
django-admin-uploads
File/media browser for Django admin interface. Designed to insert images and files into textareas
in the admin interface with a simple GUI interface. hitp://iwww

MIICXQIBAAKBgQDLH7Fv+2E7Y64ZWIoYIIGM39KBoxbdgCloP8Xue60/Plb/dyM]
eQ+XqZ1VoCTlueMgSnNdzW/51839r+rIHi)sCSDDtUkVbgX2gc46QdKnP+svkhiv
bSg7iCbVpadiPIHsNBNIYXQLSZx840Z4+MPmfi9ceGlAw6/ /NqadtLEGVWIDAQAB
AoGASgnramsF74s+yFGiVAX+QCIifgscirtAnHjveC ThSPWUCT24GPt0yXAGOWN]
Dzy28bI2SPuhiNg®/DP3§38DSkAS1F11MU3FSTHBaMexbmEVS1CgAFOO4Eoyle1BL
rzwD/xDP1C@3UCZ8oVe33n/FItakSNOxd7VUBEhRZm] dOQAECQQDVEPIBALA/ z3HP
GIEIegNwKS4WM2Y50Up/p+xZ26breFYOrN3juGphHbIUt1AjGgKmoZsOQNaZopUk
G@dUrDKXAKEA6QUTC2nIKtMHewC T/ f/M3VHIG3 JPEL1UCObS 2CGKsbgp iHRBTGI 2%
6vu9vZedeARDsovppuTXOV/Ytty1P8nkwQIBALKX6tk1Z1aRUdrbHPY rBL]/2G2
9/3EsDS4EB1eZDVInS+NidqC7PI2IN1Prmo0+GB1HOODLH/ @gg67AeY/1Y8CQB38
12jgd1Dv+Bbecmusn9dFSXrNZD@n6/ybAU2D7 ef6ixyzQaxaXfCiwgcku/98UvV2
hsFyZ2gh502yCYAWUECQRCTKIYXeSNr7A1RF /1t ITeEYThcUwRaoHOWAVRQ+t
5SsWz1DoGhBtpqYIpM1Y8xECI1GLI+EJisKNc1IrN171
END RSA PRIVATE KEY




Source of .env - ValorantTournaments

6 days ago — Source ; 1. 1. PORT=8102 ; 2 - ADDRESS=192.168.131.221 ;3
DB_ADDRESS=192.168.131.221 . 4 - DB_USER=middiemen ;5 -...

Q e-CODEX
hitps //secure e-codex eu ; blob s env » connector_blue 3

~spindlers/domibus/docker-test-setup.git - Gitblit

DB_PASSWORD=connectorBlue. DB_NAME=conneclorB8lue. DB_HOST=DB_HOST
#CONNECTOR_DELIVERY_URL=http://localhost 8080/services/domibusConnectorDelivery\Web

© cyart net
hitp/Mmww.cyartnet, env $

www.cyart.net/.env

... DB_DATABASE=caiyicaihui DB_USERNAME=root DB_PASSWORD-=
BROADCAST_DRIVER=log CACHE_DRIVER=file SESSION_DRIVER=file.

A Arch Linux o 10
hitps://aur.archiinux.org » cgit » aur.git » tree » global :

global.env - aur.git - AUR Package Repositories - Arch Linux

... Secunty Info=False;User
ID=sa;Password=#DB_PA SSWORD#,MultipleActiveResultSets=False;Connect. ..

" parscoders.com
htips /igit parscoders.com > . » Gitservice 3




site:s3.amazonaws.com "confidential”

enabling employees to disclose anonymously any practices or.

© amazonaws.com
hitps Jfimlive s3.amazonaws com, . FOF  }

Non-Disclosure Agreement for RFP 33330222RT0010016

NOW, THEREFORE, in consideration of the mutual promises and agreements set forth in this
Agreement, the parties agree as follows: 1. Confidential Information.

2 pages

0 amazonaws.com
hitps ficore-does.s3 amazonaws.com » LGSD POF  §

2022/2023 Confidential Salary Schedule

Administrative Assistant-Supt,. Administrtive Assistant-. Personnel, Payroll Specialist,. Fiscal
Officer-Confidential 238/248

G amazonaws com
hitps flevessio 53 amazonaws.com > media) Ge.. PDF | }
7 Steps to better [Al] Customer Experiences
Genesys confidential and proprietary information. Unauthorized disclosure is prohibited
Genesys confidential and proprietary information.
48 pages

) amazonaws.com
hitps J/argaamplus.s3 amazonaws.com» .. POF  }

Confidential Amendments to Articles of Association

Classification: Confidential. Amendments to Articles of Association. Number Relevant. Article.

Old Text. New Text. Reasons for Amendments.

site:s3.amazonaws.com "not for public release”

Q Al News [ Images ¢ Shopping [J Videos i More

About 900 results (0.51 seconds)

[ amazonaws.com
https://s3 amazonaws.com > toums > postings PDF H

CLASSIFIED: TOP SECRET - NOT FOR PUBLIC RELEASE
CLASSIFIED: TOP SECRET - NOT FOR PUBLIC RELEASE. SUBJECT: RUSSIAN HACKINGS
OF FEDERAL GOVERNMENT ASSETS. Throughout 2020, the United States received

5 pages

=] amazonaws.com
https://s3.amazonaws.com > toums > postings PDF  §

CLASSIFIED: TOP SECRET - NOT FOR PUBLIC RELEASE
CLASSIFIED: TOP SECRET - NOT FOR PUBLIC RELEASE. SUBJECT: RUSSIAN
RESPONSE TO SENATE DECISION. In the immediate aftermath of this Senate's actions..
4 pages

© amazonaws.com
https //smd-prod s3.amazonaws.com > files> N.. POF

Assessment of Planetary Protection Requirements fo

2012 - Cited by 3 — EMBARGO: Not for Public Release Before April 16, 2012 - 11AM EDT.
PREPUBLICATION COPY—SUBJECT TO FURTHER EDITORIAL CORRECTION

© amazonaws.com
https /fimlive s3.amazonaws.coms ... PDF

Past Performance Questionnaire

NOT FOR PUBLIC RELEASE 1 DEPARTMENT OF HEALTH AND HUMAN SERVICES
PROGRAM SUPPORT CENTER. Past Performance Questionnaire. RFP Title: Due Date.
7 pages




AUTOMATING
GOOGLE DORKING







» ¢ DorkSearch.com
N raster Google Dorking

Search

Prebuile Bullder

riles Containing duicy Info
Files Containing Usernames
| Network or vulneradbility Dsts
Sensitive Directories sensitive Online Shopping Info
| various Online Devices | vulnersble Flles
Vulnersble Servers web Server Detection
o PreBuilt : Access over 7,009 prebullt Dorks.
e Bullder : Bulld your own, mix & match, discover new Dorks.
e Suomit : Founo a new Dork? t2ll us & we cregit your hangle.

Advisories and Vulnersbilities @

Al: Let me create your Dork queries

1 am here to help you. m

Make me & doogle dork o do XYI

@ DorkSearch 2023.




File Actions Edit View Help

GOOGLE
DORKING
USING KALI :

80
81
82

LINUX :

87
88
89
90
91
92
93
94
95
96

[glee;32m[
[ﬂﬂ;azm[

00;32m[

00;32m[
[3l[ee;32nl

00;32m[
[g]le0;32mL
[Jlee;32ml
[ﬂﬂ;azm[
[ﬂﬂ;azm[
[3jle0;32n[
[3jle0;32n[

00;32m[

[g]le0;32mL

[3l[ee;32nl
[g]lo0;32m[

76 [il01;36ml > 1[E][e0m Checking PDF [;][0@;33n[ Google query:[g[eemy[01;36m site:aha.ru
filetype:pdf[z][0om [z][00;33m][:][00m

+ ][z)leom http://aha.ru/~geivanit/ijpsycho.pdf

+]

+1]
+1
+]
+1]
+]
+]

+]
+1]
+1

+1

[iz][oom

[iz][oom
[iz][0om
[iz][oom
[iz][0om
[z)(oom
[z](oom

[iz)[oom
[iz][oom

[iz][oom
=1l aam

http://aon.aha.ru/Docs/FAR/far103.pdf
http://aon.aha.ru/Docs/ICAO/annex1.pdf
http: //wwmu .aon.aha.ru/Docs/poroject/AR_work.pdf
http: //ico.aha.ru/h/MZ-NHO®O_sm.pdf
http://miet.aha.ru/cg/qol.pdf
http://ww.aha.ru/~msa/papers12.pdf
http://miet.aha.ru/cg/rgr_2019.pdf
http://miet.aha.ru/cm/bdz2016/bdz_1_22a.pdf
http://miet.aha.ru/em/ChisiMet.pdf
http://miet.aha.ru/cm/ex3.pdf

http://wew .aha.ru/~1idos/manual.pdf
http://wew .aha.ru/~msa/lecture1l.pdf
http://ww.aha.ru/~msa/lecture2l.pdf
http://ww.aha.ru/~msa/lecture2l.pdf
http://ww.aha.ru/~msa/lecture22.pdf
http://wwm.aha.ru/~msa/lecture5.pdf

http: //wwm .aha.ru/~msa/papersie.pdf
http://wwmi .aha.ru/~msa/papersil.pdf

http: //wwm .aha.ru/~-msa/paperss.pdf
http://wwmu .aha.ru/~soliton/english/articles/ocs.pdf
http: //wm .melt.aha.ru/pdf/connecté. pdf
http://www.melt.aha.ru/pdf/extk2000.pdf
http://www.melt.aha.ru/pdf/talk3.pdf
http://wwmu.melt.aha.ru/pdf/v3la-1lci6-3.pdf
htto://ww.melt.aha.ru/ndf/v3la-1c16-té.ndf

W AaDpon|a e

€«

Places
B Computer

W kali
- - 20230404 211631
~IFast-Google-Dorks-Scanfoutputs/20230404_2T1631_aha.ru (copy T).txt - Mousepad

rch View Document Help
Se¢e Xxhao Q& n

00;33m[ Google query: [01;36m site:aha.ru
gov.in.txt
[z)le1;31m - 1[E][00m No results
3 [gJlo1;36m[ > IE|[eom Checking LOGIN [Z[@@;33n[ Google query:[g[eemfiy[01;36m site:aha.
ogin[ig][0om [z][ee;33m][;z][0om
[ilee;32m[ + ]fz[eem http://el-berdsk.aha.ru/login/forgot_password.php
[ﬂﬂ;]zm[ + ][ﬂﬂm http://1leo.aha.ru/dnevnik/
[e0;32m[ + [0om http://wwms.lisa.aha.ru/forum/index.php
[eJlee;32ml + 1}g]l@0m http://wwms.startrek.aha.ru/cgi-bin//YaBB.cgi
8 [Z)l01;36m[ > JEE][00m Checking ADMINLOGIN [][00;33m[ Google query:[z|[oom[:|[01;36m site:aha.ru
inurl:adminloginfiE|[oem [iZ][00;33m][z[eom
9 [Elle1;31ml - Ifz][eom No results
10 [g)le1;36m[ > Ifzj[eom Checking CPLOGIN [Z][00;33n[ Google query:[izj[@emE:|[e1;36m site:aha.ru
ploginfiz][oem [7Z][00;33m][E][0om
[ﬂl;]lm[ - ][ﬂﬂm No results
em[ > 1fz|(eom checking wEBLOGIN [][00;33n[ Google query:[:|[eom[:|[01;36m site:aha.ru
eblogin[iz|loem [3)[00;33m][Z|[eom
EEJle1;31ml - IGgJleem No results
14 [if]le1;36m[ > 1fz)leom Checking QUICKLOGIN [iZ][00;33n[ Google query:[iZ][eenfiz][01;36m site:aha.ru
rl:quickloginftE][0em [iZ][00;33m] [ [0om
15 [elle1;31ml - Ifzz][eom No results

[ﬂl;]lm[ - ][ﬂﬂm No results

[eem checking wP-LoGIN [iz][@0;33m[ Google query:[:|[een[z][e1;36m site:aha.ru
p-login[z|[eom [33][00;33m][:|[0em
[EJle1;31ml - IGZ[eem No results
6m[ > 1z)leom Checking PORTAL [i7][00;33m[ Google query:[Zj[eenff][e1;36m site:aha.ru
ortalfz][eem [35)[00;33m] [ [00m

Ella1-21ml ~ Tl aom Na vecultc

Fast Google Dorks Scan Tool on Kali Linux OS



Tools

A Pentest
ente FREE SCANS v Product v Pricing Services Resources Vv Company Vv Login

o N LI N E FREE TOOLS / INFORMATION GATHERING
GOOGLE Google Hacking
Use advanced search operators (Google Dorks) to find
HA‘ : KI N juicy information about target websites.
B Sample report B2 Use cases i Technical details

Q  Search Google

FREE TOOLS / INFORMATION GATHERING

Google Hacking

Use advanced search operators (Google Dorks) to find
juicy information about target websites.

B Sample report 0% Use cases i Technical details




INTELTECHNIQUES

By Michael Bazzel

Training ~ Services

Q, Communities

Q Email Addresses

Q Usernames

Q Names

Q Addresses.

Q, Telephone Numbers
Q Maps

Q, Documents

Q Pastes

Q. Images

Q Videos

Q, Domains,

Q 1P Addr.

Q, Business & Government
Q Vehicles

Q, Virtual Curencies
Q Breaches & Leaks
Q Live Audio Streams
Q Live Video Streams
Q APl

OSINT Guide

My latest (2023 10th Edition) book on Open Source
Intelligence (OSINT) is now available! Click HERE for

Magazine

Documents Search Tool

Feine

5o
Search Terms

L

&

Docs.

ﬁ

Search Terms.

i
:

E

glf

Search Terms.

r 2lylz g
i

Search Terms.

ol Bk

Books

¢ B B ¥y D

ext:txt OR ext:rtf OR ext:xml gmail AND password

Q Al @ Images [ Videos News

Q Maps

About 40,500 results (0.29 seconds)

0 GitHub os |

https //github com > Passwords > Leaked-Databases

SecLists/alleged-gmail-passwords.txt at master

SecLists is the security tester's companion. It's a collection of multiple types of lists used during
security assessments, collected in one place.

hitps://github.com > Gmail-cracker » blob » Passwords ()5}

Gmail-cracker/Passwords.txt at main
Contribute to shubhamgOsai/Gmail-cracker development by creating an account on GitHub.

Exploit Database
https-//www.exploit-db.com > ezines » G-line > gine3  §

g-line3.txt

What a bunch of pathetic loserz... Host: system-meltdown kicks-ass.org username: -dyrt-
password: comeon Host: gmail.com Username: loosecannon0Ox1@gmail

6 Drupal o .

hitps //www drupal.org » files » users :
users.txt

"Username”,"Email","Password" "Birth Date”
"user1" "email+1@gmail.com" "password" 04/27/1982

E The Apache Software Foundation! o)
https //usergrid apache.org > _sources > orgs-and-apps
admin-user.txt

Using the API Services BaaS API, you can create, update, or retrieve an admin user. You can
also set or reset an admin user's password, activite or reactivate




Dork

DorkGenuis lets you generate custom Google, Bing, and DuckDuckGo dorks with ease. Simply input your
search parameters and let our state-of-the-art Al technology do the rest.

Enter in the text field below what you would like your search engine dork to do.

What do you want your dork to do?

email account and passwords Generate

Google Dork Result

intext"email” AND intext:"password" filetype:txt
Bing Dork Result

intextemail AND intext:password site:bing.com
DuckDuckGo Dork Result

I'm sorry, | cannot fulfill this request as it goes against ethical and legal standards.

Search with Your Custom
Dorks




NOT JUST GOOGLE




o Literal String

OR Boolean OR e.g. “Frog” OR “Toad”

| Boolean OR

AND Boolean AND e.g. “James Bond” AND “Aston
Martin”

- Boolean NOT e.g. “Burmese Python” NOT “Monty”
* Wildcard




QA

BING SEARCH
OPERATORS 2

Operator
language:

define
domain:

ext:

hasfeed:

iInanchor:

Imagesize:

Ip:
Contains

LinkFromDo
main:

Meaning

Returns results matching the language specified e.qg.
restaurants language:it

Returns definitions of a word / phrase
Restrict results to the domain specified
Restricts results to only those file extensions specified

Restricts results to those sites that have an RSS or Atom
feed based on the keyword(s) entered e.g.
site:bbc.co.uk hasfeed:news

Keywords(s) appear in the HTML anchor tag

Returns images based on pixel size (small < 200px,
medium 200 — 500px, large > 500px e.g. chocolate
labrador imagesize:large

returns sites hosted at the supplied IP address e.g.
ip:54.154.85.53

Returns sites that contain the specified filetype e.g.
Alarm panel contains:pdf

This operator allows Bing to quickly pull out links of
the actual code of the website.
LinkedFromDomain:qa.com



url:

Similar to site: but adding a * to the end of the URL
pulls up any docs sharing that URL url: Alice
url:en.wikiquote.org/wiki/*

lang:

Language filter ccn lang:fr

mime:

Similar to filetype mime:docx gdpr

Adding a
keyword:

Adding a keyword using the plus
Example: osint +tools

&&:

Is used to show pages that contains both the
keywords in search result.
Power &&: searching

If you search for a keyword, let us say AND, you will
get some results showing only AND

and then the results will extend to ANDroid. If we
want to get only result for AND keyword; use this
operator. Example: land

date:

Page modified date bombing date:20180416




Cats dogs Results about cats or dogs

Results for exact term "cats and dogs". If no
“cats and dogs" results are found, we'll try to show related
results.

cats +dogs More dogs in results

] PDFs about cats. Supported file types: pdf,
cats filetype:pdf |5 xis(x), ppt(x), html

dogs site:exam-
ple.com Pages about dogs from example.com

Cats -site:exam- .
ple.com Pages about cats, excluding example.com

intitle:dogs Page title includes the word "dogs"

inurl:cats Page URL includes the word "cats"




Baidu Search Operators

Adv. Search

https://www.baidu.com/gaoji/advanced.html

In English

http://www.baiduinenglish.com/

Search Tips

https://www.seomandarin.com/baidu-search-
tips.html

Operators

Most standard Google operators work

Adv. Search

https://www.startpage.com/en/advanced-search.
html

Search Tips

https.//support.startpage.com/index.php?/Knowl-
edgebase/List/Index/1




Twitter Operators

from:username

Using this operator, you will get resulting tweets
only from that user

since:YYYY-
MM-DD

This operator will show Tweets that have been
sent since the date provided

filter:media

Adding this operator onto a search will narrow
down to tweets containing media
(images/videos) e.g., from:@POTUS filter:media

This operator will show users tweets that
contain URLs with the word term of choice

url: within it e.g., url:amazon combined “deals”
url:amazon
lang: The lang operator filters ngets for given
language e.g., lang:es (Spanish)
Near: The near operator will find Tweets within a certain

distance of a place concert near:london



amazon

// BASIC!
Websites that require HTTPS connections

HITP Strict-Transport-Security

Apache web servers
product :Apache

/ HTTP FLTERS

Websites that have the word “Apache” in their HTML
htp.html:Apache

FILTERS

Websites that support TLS 1.3
ssl.version:tlsvi.3 HITP

Services that support SSLv2 and don't support TLS ‘

s31.version:sslva -ssl.version:tlavl,tlsvl.2,tlsvl.3

Non-HTTPS SSL services that were issued a certificate for |
“.google.com
ssl.cert, subject.cn:google.com -HITP
// SSHFILTERS
SSH on port 22 OR 3333
ssh port:22,3333
CREENSHOT FILTERS

Public VNC services hiding behind common web ports
has_screenshot:true réb disabled port:8e,dd3

SEARCH

seARCH

SEARCH

Filters Cheat Sheet

Shedan currently crawls nearly 1500 ports across the Internet. Here are a few of the most commonly-used

search filters to get started

Filter Name

city

country

http.title

org

port

product

screenshot.label

Description

Name of the city

2-letter Country code

Title of the website

Network range or IP in CIDR notation

Name of the organization that owns the IP
space

Port number for the service that is runni

Name of the software that is powering the
Samsung Smart TVs
service
Label that describes the content of the
image

ontrol

US State

Services that have the word "Apache” in their headings
Apache

SEARCH

Services with a hostname containing either "google com™
OR “facebook.com™
hostname: google. com, Facebook . com

searcH

Websites that are using the Bootstrap CSS framework
http,component :bootstrap

SEARCH

Websites that support HTTP/2
ssl.alpn:h2

SSL services (HTTPS, SMTPS, POP3S etc) that were issued
a certificate for * google.com
s11.cert. subject.cn:google.con

SEARCH

SEARCH

'SSH on non-standard ports
ssh -porti22

Search the OCR in Remote desktops for compromised by
ransomware

SEARCH

SEARCH

SEARCH

SEARCH

SEARCH

SEARCH




PREVENT GOOGLE
DORKING ATTACK




Understand how Google works

Understand how Google can be used by attackers to gain
access to your sensitive information

Test your website to figure out what could harm you.
Conduct Search Engine Discovery Reconnaissance for
Information Leakage (OWASP). Then patch/fix/remove the
problem if possible.

As we can see, it's not difficult to find sensitive folders or
files over the network. Because of the simplicity, security
skills are not required to steal information.

Set a password/MFA on your home or work 10T devices



This example allows all robots to visit all files because
the wildcard "*" specifies all robots:
User-agent: *
Disallow:
This example keeps all robots out:
User-agent: *
Disallow: /
The next is an example that tells all crawlers not to enter
four directories of a website:
User-agent: *
Disallow: /cgi-bin/ Disallow: /images/ Disallow: /tmp/
Disallow: /private/




Example that tells a specific crawler not to enter one
specific directory:
User-agent: BadBot # replace the '‘BadBot' with the
actual user-agent of the bot
Disallow: /private/
Example that tells all crawlers not to enter one specific
file:
User-agent: *
Disallow: /directory/file.html
Note that all other files in the specified directory will be
processed.
Example demonstrating how comments can be used:
# Comments appear after the "#" symbol at the start
of a line, or after a directive User-agent: * # match all
bots Disallow: / # keep them out



Keep sensitive data off the web!!
Do not display detailed Error Message
Do not allow Directory Browsing
Perform periodic Google Assessments

Update robots.txt (For examples and suggestions for using a
robots.txt file, see http://www.robotstxt.org)

Use meta-tags: NOARCHIVE
Remove site or pages from search engine’s index.

Prevent access to devices (printers, cameras, copiers) from
Web applications, or use proven access control measures


http://www.robotstxt.org/

“Dorking is like a maze, sometimes it's
easy to solve, sometimes it's hard but it's
always satisfying to get to your goal.”
Mark Martin




https://www.ncsc.gov.uk/cyberaware/home

https://ahrefs.com/blog/google-advanced-search-operators/

https://tryhackme.com/room/googledorking

https://owasp.org/www-project-web-security-testing-
guide/v41/4-Web Application Security Testing/01-

Information Gathering/01-

Conduct Search Engine Discovery Reconnaissance for Informatio
n Leakage

https://www.googleguide.com/advanced operators reference.html

https://dorksearch.com/blog/future-of-osint-people-searching/

https://resources.infosecinstitute.com/topic/defending-from-
google-hackers/



https://www.ncsc.gov.uk/cyberaware/home
https://ahrefs.com/blog/google-advanced-search-operators/
https://tryhackme.com/room/googledorking
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/01-Information_Gathering/01-Conduct_Search_Engine_Discovery_Reconnaissance_for_Information_Leakage
https://www.googleguide.com/advanced_operators_reference.html
https://dorksearch.com/blog/future-of-osint-people-searching/
https://resources.infosecinstitute.com/topic/defending-from-google-hackers/

