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HACKING/DORKING



WHAT IS 
GOOGLE 
HACKING?

⚫ It's not hacking into Google servers!

⚫ Google hacking is using different Google 

operators to effectively optimise search results.

⚫ It also involves using Google to identify 

vulnerabilities in websites. It is not limited to 

Google.

⚫ Results are highly customisable.



WHAT IS 
GOOGLE 
DORKING?

“A Google dork query, sometimes just referred to as a 

“dork”, is a search string or custom query that uses 

advanced search operators to find information not 

readily available on a website.”

Google “Dorking” can become illegal if used to 

surreptitiously access someone else’s device, log into 

someone else’s account. Searching for information 

may not be illegal, but using it for unauthorised 

purposes almost certainly is.



GOOGLE 
BASICS

Google Bots

Crawl web sites and search for information

Google Index

Massive index of web pages – index is what gets 

searched. Relates pages to each other

Google Cache

Even deleted pages still have copies in Google cache. 

Google API

Programs perform search and retrieve results using 

XML



GOOGLE 
ADVANCED 
SEARCH



GOOGLE 
ADVANCE 
SEARCH –
DORK 
QUERIES

Queries syntax, special characters and operators



GOOGLE 
ADVANCED 
SEARCH –
SPECIAL 
CHARACTERS

Asterisk [*]

Substitution 

with any 

other word 

in the query

Tilde [~] 

Also research 

synonyms of 

that word

Minus [-] 

Remove that 

word from 

the research

Plus [+]

Force 

inclusion of 

something 

common

Quotes [“] 

Quotes 

around 

search 

phrases

Boolean OR 

[|]



GOOGLE 
ADVANCED 
SEARCH 
OPERATORS 

inurl

Find that word 

or sentences in 

the URL

inurl: php?d=

intitle

Find that word 

or sentences in 

the title of a 

website intitle: 

search

related

Search for 

related websites 

related:www.app

le.com

filetype

Research by file 

type

filetype:pdf

shakespeare

site

Restrict to a 

specific site

site:fakesite.com

cache

Display the 

cached version of 

pages found
cache:amazon.com



OPERATOR PURPOSE

MIXES WITH 

OTHER 

OPERATORS?

CAN BE USED 

ALONE?
WEB IMAGES GROUPS NEWS

intitle Search page Title yes yes yes yes yes yes

allintitle Search page title no yes yes yes yes yes

inurl Search URL yes yes yes yes not really like intitle

allinurl Search URL no yes yes yes yes like intitle

filetype specific files yes no yes yes no not really

allintext Search text of page only not really yes yes yes yes yes

site Search specific site yes yes yes yes no not really

link Search for links to pages no yes yes no no not really

inanchor Search link anchor text yes yes yes yes not really yes

numrange Locate number yes yes yes no no not really

daterange Search in data range yes no yes not really not really not really

author Group author search yes yes no no yes not really

group Group name search not really yes no no yes not really

insubject Group subject search yes yes like intitle like intitle yes like intitle

msgid Group msgid search no yes not really not really yes not really
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GHDB –
GOOGLE 
HACKING 
DATABASE



GOOGLE 
DORKING 
EXAMPLES

These examples are meant for illustration purposes only



QUERIES PRE-
ASSESSMENT Pre-Assessment

There are many things to consider before 

testing a target, many of which Google can help 

with. One shining example is the collection of 

email addresses and usernames.



SIMPLE 
GMAIL
SEARCH 

Add in site:facebook.com and 

you find some Facebook users 

connected to an email address

124K results

@gmail.com is converted to 

atgmaildotcom



SIMPLE 
GMAIL
SEARCH 

Slight change site:facebook.com at gmaildotcom

(just adding a space after at and before gmaildotcom) 90.3 million results



SIMPLE 
GMAIL
SEARCH 

site:facebook.com @gmail.com 70.8 million results not as accurate



SIMPLE 
GMAIL
SEARCH 

site:facebook.com at*gmail*com 77.8 million results not accurate



SIMPLE SITE 
SEARCH 



SIMPLE SITE 
SEARCH TO 
FIND PEOPLE 
WORKING AT 
MICROSOFT

site:linkedin.com inurl:pub -

inurl:dir "at Microsoft" "Current“

site:linkedin.com inurl:pub -

inurl:dir "at Microsoft" 

“previous“ 



SIMPLE 
SEARCH 
GOOGLE 
DORK CAN 
FIND USERS



SIMPLE SITE 
SEARCH NOT 
ANONYMOUS

Website caching 



23

Link to live website

Link to Google’s text of a cached webpage

• The graphics, videos, etc. are then downloaded by your browser from the target’s webserver

To view a “text only” version of Google’s cache…

1. Cut and paste this text into your browser address bar:

http://webcache.googleusercontent.com/search?strip=1&q=cache:

2. Add the target address onto the end of the above string:

http://webcache.googleusercontent.com/search?strip=1&q=cache:www.qa.com

Note: cached documents (e.g. .pdf, .ppt, etc.) are already “text only”

How to view .html pages as cached “text only” in 
Google

no 

space



JOB 
SEARCHING 
ON LINKEDIN

site:linkedin.com/in -inurl:dir ("cyber security" OR "it security" 
OR "infosec" OR "cissp" OR "cryptography") ("trainer" OR 
"training" OR "train" OR "trained" OR "manager" OR "coach" 
OR "educator") ("educating" OR "teaching" OR "learning" OR 
"coaching" OR "hr" OR "development" OR "human resources" 
OR "education" OR "learning and development")



PASTEBIN

site:pastebin.* -site:pastebin.com

site:paste.* intext:"@gmail.com" 

intext:"@yahoo.com”

site:pastebin.com intext:"@gmail.com" 

intext:"@yahoo.com"

site:pastebin.* password AND email



DIGITAL 
CAMERA 
DUMPS

index.of.dcim Digital Camera Image dumps



WEBCAMS



CONFIDENTIAL 
INFORMATION 
& MAIL LIST

“not for distribution” 2023

intitle:”Index Of” -inurl:maillog maillog size



SENSITIVE 
DIRECTORY 
EXAMPLE

Inurl:admin inurl:uploads

intext:”Private Key” filetype:pem

"Config" intitle:"Index of" intext:vpn



SENSITIVE 
DIRECTORY 
EXAMPLE

db_password filetype:env

Never put your .env files in the web server directory. As 

you can see, this can cause serious damage.



CLOUD
STORAGE

site:s3.amazonaws.com "example.com“

site:blob.core.windows.net "example.com“

site:googleapis.com "example.com“

site:drive.google.com "example.com"



AUTOMATING 
GOOGLE DORKING



CHATGPT
GOOGLE 
DORKING 
FOR OSINT



ONLINE GOOGLE 
HACKING TOOLS 
DORKSEARCH.COM



GOOGLE 
DORKING 
USING KALI 
LINUX

Fast Google Dorks Scan Tool on Kali Linux OS



ONLINE 
GOOGLE 
HACKING 
TOOLS



DOCUMENTS
INTELTECHNIQUES

https://inteltechniques.com/tools/Documents.html



ONLINE GOOGLE 
HACKING TOOLS –
DORKGENIUS.COM



NOT JUST GOOGLE



BING SEARCH 
OPERATORS

Operator Meaning

“ “ Literal String

OR Boolean OR e.g. “Frog” OR “Toad”

| Boolean OR

AND Boolean AND e.g. “James Bond” AND “Aston 

Martin”

- Boolean NOT e.g. “Burmese Python” NOT “Monty”

* Wildcard



BING SEARCH 
OPERATORS 2

Operator Meaning

language: Returns results matching the language specified e.g. 

restaurants language:it

define Returns definitions of a word / phrase

domain: Restrict results to the domain specified

ext: Restricts results to only those file extensions specified 

hasfeed: Restricts results to those sites that have an RSS or Atom 

feed based on the keyword(s) entered e.g. 

site:bbc.co.uk hasfeed:news

inanchor: Keywords(s) appear in the HTML anchor tag

imagesize: Returns images based on pixel size (small < 200px, 

medium 200 – 500px, large > 500px e.g. chocolate 

labrador imagesize:large

ip: returns sites hosted at the supplied IP address e.g. 

ip:54.154.85.53

Contains Returns sites that contain the specified filetype e.g. 

Alarm panel contains:pdf

LinkFromDo

main:

This operator allows Bing to quickly pull out links of 

the actual code of the website. 

LinkedFromDomain:qa.com



YANDEX 
SEARCH 
OPERATORS

Yandex Search Operators

url: Similar to site: but adding a * to the end of the URL 

pulls up any docs sharing that URL url: Alice 

url:en.wikiquote.org/wiki/*

lang: Language filter ccn lang:fr

mime: Similar to filetype mime:docx gdpr

Adding a 

keyword:

Adding a keyword using the plus 

Example: osint +tools

&&: is used to show pages that contains both the 

keywords in search result.

Power && searching

! If you search for a keyword, let us say AND, you will 

get some results showing only AND

and then the results will extend to ANDroid. If we 

want to get only result for AND keyword; use this 

operator. Example: !and

date: Page modified date bombing date:20180416



DUCKDUCKGO 
SEARCH 
OPERATORS

DuckDuckGo Operators

Cats dogs Results about cats or dogs

"cats and dogs"

Results for exact term "cats and dogs". If no

results are found, we'll try to show related 

results.

cats +dogs More dogs in results

cats filetype:pdf
PDFs about cats. Supported file types: pdf, 

doc(x), xls(x), ppt(x), html

dogs site:exam-

ple.com Pages about dogs from example.com

Cats -site:exam-

ple.com Pages about cats, excluding example.com

intitle:dogs Page title includes the word "dogs"

inurl:cats Page URL includes the word "cats"



BAIDU & 
STARTPAGE
SEARCH 
OPERATORS

Baidu Search Operators

Adv. Search https://www.baidu.com/gaoji/advanced.html

In English http://www.baiduinenglish.com/

Search Tips
https://www.seomandarin.com/baidu-search-

tips.html

StartPage Search Operators

Operators Most standard Google operators work

Adv. Search https://www.startpage.com/en/advanced-search. 

html

Search Tips
https://support.startpage.com/index.php?/Knowl-

edgebase/List/Index/1



TWITTER 
SEARCH 
OPERATORS

Twitter Operators

from:username
Using this operator, you will get resulting tweets 

only from that user

since:YYYY-

MM-DD

This operator will show Tweets that have been 

sent since the date provided

filter:media

Adding this operator onto a search will narrow 

down to tweets containing media 

(images/videos) e.g., from:@POTUS filter:media

url:

This operator will show users tweets that 

contain URLs with the word term of choice 

within it e.g., url:amazon combined “deals” 

url:amazon

lang: The lang operator filters Tweets for given 

language e.g., lang:es (Spanish)

Near: The near operator will find Tweets within a certain 

distance of a place concert near:london

amazon


INTERNET OF 
THINGS (IOT)

SHODAN.IO
ZOOMEYE.ORG
CENSYS.IO



PREVENT GOOGLE 
DORKING ATTACK



PREVENTING 
GOOGLE 
HACKING 
ATTACKS

• Understand how Google works

• Understand how Google can be used by attackers to gain 

access to your sensitive information

• Test your website to figure out what could harm you. 

Conduct Search Engine Discovery Reconnaissance for 

Information Leakage (OWASP). Then patch/fix/remove the 

problem if possible.

• As we can see, it’s not difficult to find sensitive folders or 

files over the network. Because of the simplicity, security 

skills are not required to steal information.

• Set a password/MFA on your home or work IOT devices



PREVENTING 
GOOGLE 
HACKING 
ATTACKS

This example allows all robots to visit all files because 

the wildcard "*" specifies all robots:

User-agent: * 

Disallow: 

This example keeps all robots out:

User-agent: *

Disallow: / 

The next is an example that tells all crawlers not to enter 

four directories of a website:

User-agent: * 

Disallow: /cgi-bin/ Disallow: /images/ Disallow: /tmp/ 

Disallow: /private/ 



PREVENTING 
GOOGLE 
HACKING 
ATTACKS

Example that tells a specific crawler not to enter one 

specific directory:

User-agent: BadBot # replace the 'BadBot' with the 

actual user-agent of the bot 

Disallow: /private/ 

Example that tells all crawlers not to enter one specific 

file:

User-agent: *

Disallow: /directory/file.html 

Note that all other files in the specified directory will be 

processed.

Example demonstrating how comments can be used:

# Comments appear after the "#" symbol at the start 

of a line, or after a directive User-agent: * # match all 

bots Disallow: / # keep them out



PREVENTING 
GOOGLE 
HACKING 
ATTACKS

• Keep sensitive data off the web!!

• Do not display detailed Error Message

• Do not allow Directory Browsing

• Perform periodic Google Assessments

• Update robots.txt (For examples and suggestions for using a 

robots.txt file, see http://www.robotstxt.org)

• Use meta-tags: NOARCHIVE

• Remove site or pages from search engine’s index.

• Prevent access to devices (printers, cameras, copiers) from 

Web applications, or use proven access control measures

http://www.robotstxt.org/


MAZE

“Dorking is like a maze, sometimes it’s 

easy to solve, sometimes it’s hard but it’s 

always satisfying to get to your goal.” 

Mark Martin



RESOURCES

https://www.ncsc.gov.uk/cyberaware/home

https://ahrefs.com/blog/google-advanced-search-operators/

https://tryhackme.com/room/googledorking

https://owasp.org/www-project-web-security-testing-

guide/v41/4-Web_Application_Security_Testing/01-

Information_Gathering/01-

Conduct_Search_Engine_Discovery_Reconnaissance_for_Informatio

n_Leakage

https://www.googleguide.com/advanced_operators_reference.html

https://dorksearch.com/blog/future-of-osint-people-searching/

https://resources.infosecinstitute.com/topic/defending-from-

google-hackers/

https://www.ncsc.gov.uk/cyberaware/home
https://ahrefs.com/blog/google-advanced-search-operators/
https://tryhackme.com/room/googledorking
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/01-Information_Gathering/01-Conduct_Search_Engine_Discovery_Reconnaissance_for_Information_Leakage
https://www.googleguide.com/advanced_operators_reference.html
https://dorksearch.com/blog/future-of-osint-people-searching/
https://resources.infosecinstitute.com/topic/defending-from-google-hackers/

